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2) UCA SELECTED FOR THIS CASE IS SA 



k ii-i Si 
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3) UCA IS ASSIGNED TO. THE STATESBORO : RESIDENTi| AGENCY. HE 
HAS BEEN INVOLVED IN THE INVESTIGATION - OF ['THESE |MATTERS SINCE • # 

-1 "! ■■ v' : ■' 

AND HAS MADE SEVERAL UNDERCOVER [MEETINGS, AND ; 

■ ■ .->• - : jl : : b6 

PURCHASES FROM THE SUBJECTS IN THIS CASE. CASE -WILL BE CLOSELY b 7c 

,ii r " : I- 1 b7E 

SUPERVISED•FROM THE AUGUSTA RESIDENT AGENCY, BY. SSRA 

, WHO WILL ENSURE THAT APPROPRIATE** SECURITY MEASURES 

■ 1 • iU 

ARE TAKEN. UCA HAS BEEN IN THE BUREAU FOR 


UCA HAS 

TESTIFIED IN COURT AND FEDERAL GRAND JURY ON.SEVERAL OCCASIONS, 

i .Ji, 

AND IS FULLY CAPABLE OF HANDLING ANY COURT REQUIREMENTS. 
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TO: SAC, ATLANTA (AUGRA) AT- C^8'( e >S') (?) 

FROM: SA | | 

SUBJECT: ^ eODEWORD -11 "/? *****- ft/LATE U 

IOC/SIGNAL THEFT - SIGNIFICANT COMMERCIAL GAIN 


00: AT 
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I. PURPOSE: To rfirmest authority to conduct an undercover 

operation (UCO) |_|within the Atlanta 

Division in connection with the captioned matter. 

II. CRIMINAL PROBLEM: 

A. BACKGROUND: The satellite descrambler manufactured by 
General Instruments Corporation and other companies allows 
satellite dish owners to receive satellite television (STV) 
broadcasts that are scrambled. In order to receive the scrambled 
STV signals, dish owners must purchase the viewing rights from 
the various broadcast providers (such as Home Box Office (HBO) 
and Cable News Network (CNN) who in turn enable the individual 
descramblers to receive their broadcasts. 

Technological advances brought, the availability of home 
satellite reception and caused a great increase in STV 
popularity, particularly in the rural areas where cable 
television was and is not available. 

B. PIRATE ACTIVITIES: At first, when the STV craze hit, 
there were no scrambled channels. Then, widespread use of a 
videocipher system (scrambled channels) by STV broadcasters 
required that dish owners pay for STV programming which had been 
free prior to scrambling. Enraged groups took the position that 
scrambling should be stopped. This outlook led to the 
organization of computer hacker groups set on finding a 
technological means to defeat the scrambling system. With enough 
time, money, and technical expertise the scrambling was and 
continues to be overcome. 

These factors eventually generated numerous operations 
providing illegal modification services for dish owners who 
wished to receive the scrambled channels without having to pay 
the broadcasters. Some of these operations have grown very large 
using mailorder and telemarketing techniques. These groups and 
individuals have become known as "Videocipher Pirates." The 
modifications consist of alterations to the microcomputer 
programs residing in the descrambler. 

The microcomputer programs used 'as the basis for the 
modifications have been copyrighted. The modification of the t 













copyrighted programs and the marketing and sale of the tampered 
descramblers violates numerous federal and state statutes. 
Current estimates from the satellite industry as well as dealers 
in the field are that as many as 70 per cent of the descramblers 
that have been sold have been illegally modified. The dollar 
amount lost by the satellite industry is estimated at in excess 
of $100 million annually. Currently, there are approximately 
72,700 satellite systems in the state of Georgia. Estimating 
that as many as 50,000 systems may be illegal at a monthly 
average loss per system of $55, or $660 annually, would place 
the loss in Georgia as high as $30 million. 






Complaint Form 
FD-71 (Rev. 2-13-86) 


NOTE: Hand print names legibly; handwritting satisfactory for remainder. 
Indices: □ Negative □ See below 


Subject’s name and aliases . 

___ l 

i) _ 

' Q m RADIO SHACK. 




Character of case 
IOC 

Complainant □ Protect Source 

Anonymous 

Complaint received 

ED Personal [X] Telephonic Date 4/19/90 Time 3:45 pm 
Complainant’s address and telephone number 


Race 

Sex 

Height 

Hair 

Build 

Birth date and Birthplace 


[H Male 





Age 

□ Female 

Weight 

Eyes 

Complexion 

Social Security Number 

Scars, marks or other data 




Facts of complaint 

Complainant adv ised he appro ached at Radio 

Shack electronics store ir | ~| reg arding the purchase of a 

descrambling chip for his satellite system.| |advised Com¬ 

plainant the chip was perfectly legal and a one time purchase of 
$400 and up allows a satellite dish owner unlimited TV station 
reception instead of a monthly rate charged by satellite businesses. 

Complainant called an HBO office and was informed this chip 
installation was widespread but definitely illegal. He was referred to 
SCBA (a satellite security company) at 800-533-4584 and the FBI. 

Complainant advised _ has the chips on display and will 

show them to most any interested customers. 

Complainant has later learned gets some technical __ 

assistance in this business from an unknown individual in Y~~ ~ I 


4 A 

+* , 




Do not write in this space 


SEARCHED^ 

SERIALIZED* 


-INDEXED 

-HLED_ 


i m 1990 


(Complaint received by) 


BLOCK STAMP 





FEDERAL BUREAU OF INVESTIGATION 
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FD-302 (REV. 3-10-82) 


Date of transcription 5/16/90 


The attached "Security Information Contact" number 
was provided to the FEDERAL BUREAU OF INVESTIGATION by[ 


[SATELLITE BROADCASTERS COMMUNICATION ASSOCIATION 


Representative, based in Atlanta, Georgia. 


Contact reflects an anon^ 
reporting a subject bv the name of 

raous caller on June 27 r 1989, 

1 _1 doing business 

as <-RAD-ia_SNACK 


locatea m| 
Le illegal c 

p33> 

I 1 contact reports tr 

)rrenng o± a 


modified descrambler system to the anonymous caller by subject. 
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Investigation on 5/2/90 at Statesboro, Georgia File# 139C AT 64472 


.by 


SA 


kta 


Date dictated 


5/2/90 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned 
to your agency; it and its contents are not to be distributed outside your agency. 
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CaJler Name_ 
Company .Name _ 
Address _ 

City, State, Zip_ 

Telephone ( )_ 


N2 105340 

SECURITY INFORMATION CONTACT _ (SERIal.no.) 

Date: 

_ 77\ /*— / 




Time: JQ /^ y 

Operator: (OM P 


SUSPECTED SIGNAL THIEF INFORMATION : TH^ <3Ml 


3K 




gp 

Name |_ 


Hotline: O SBCA Dealer 

9 SBCA Consumer 

_ O MPAA _ 


Company Nam e R fifQ) A H/Vf. k l~ 


Tefephonel 


<4 . wT ~c kM aX 

- .sf3r(fo- -M l^fY?n _(<cw—, i. (ULXUx^viT'fV (q_flXjg ^ /n Ml— 


TO 






lCk-9— 


Address 
City, State, Zip_I 


b6 
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1. Why do you suspect this ? T£> fV? V\/) 


2. Do you have personal knowledge of this? O Yes O No 

3. Did a consumer tell you? O Yes 9 No 

4. Is it common Knowledge In your area? O Yes * No 

5. What volume do you believe is involved? 01-5 units/wk O 6-25 units/wk O 26-50 units/wk O 51-99 units/wk 0100+ units/wk 

6. How many employees work there? ^ _ 

7. Is this a satellite TV dealer? © Yes O No 

8. Does the suspect advertise? O Yes O No If ves. how _ 


9. Have you ever seen any of their modified descramblers? 
If yes, where?- |Z/i7^Vy 


® Yes 


O No 
How many?. 


1 0. Are these descramblers modified: O On site. Do you know where chips come from? 

O Sent out. Do you know where?_ , 1 j^r^T 


W 






I u* 


xib 


3d 


k M’ 

1 Providing a chip $_ 
Epoxy removal $_ 


11 * Do they modify: O Stand-alone descramblers 

O IRDs (Integrated receiver/descramblers) 

12. What do they charge for: A modified new unit (descrambler) $_ 

Modifying your own unit $_ 

Modifying your own module $_ * 

13. Is there a warranty offered with the unit: © Yes O No If yes, terms of warranty QgT ~Pt 

14. How long do you suspect these people have been involved In this business? | \j 

1 5. Have any descramblers In your area been affected by ECMs (electronic countermeasures)? Yes O No 

Approx, how many?_How recently?_ 

16. Have you contacted any law enforcement agency about your suspicions? 

O Yes 

Which one?.___ What action was taken? _ 


© No 
17. Has your local 

Name of your 1 


n 


ortnlftVtoinn station nnhikhod am/ tttnrloc a 




.TV signal theft? O Yes O No 


JTV station:. 


18. How did you hear about this hotline? Q Adv. In _H Dealer O Word of Mouth O Other 


ADDED T0DXrABASE & 

Date: ! \ <1 

1 LETTER #1 Mailed 

4)ate: 

v j uuajcn 

LETTER #2 Mailed 

Date: 

MUIUUI IVIWUUI VJUIQI 

Follow-up Phone Call 

Date: 

Operator:_JJ 

LU2_ 

Operator: 

Operator: 

Operator: 


_<1 

Y _ 




REVIE 

Date:. 

WED Qjf' 

i- t — 

SECURITY 

O Send Letter #3 

O File Active 

O File Inactive 

O File Request-Only 

LETTER #3 Mailed 

Date: 

Follow-up Phone Call 

Date: 

Agent: 



Operator: 

’ Operator: 


b6 

b7C 







FD-36 (Rev. 8-29-85) 




FBI 


TRANSMIT VIA: 

□ Teletype 

□ Facsimile 
PS AIRTEL 


PRECEDENCE: 

□ Immediate 

□ Priority 

□ Routine 


CLASSIFICATION: 

□ TOP SECRET 

□ SECRET 

□ CONFIDENTIAL 

□ UNCLAS E F T O 

□ UNCLAS 

Date 6/20/90 


1 

2 

3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 
21 


TO : DIRECTOR, FBI (139C-AT-64865) 

USOU, CRIMINAL INVESTIGATION DIVISION 

WHITE COLLAR CRIME SECTION, FINANCIAL CRIMES UNIT 
FROM : SAC, ATLANTA (139C-AT-64865)(AUGRA)(P) 

SUBJECT: RURAL PIRATE; 

IOC/SIGNAL THEFT - SIGNIFICANT COMMERCIAL GAIN; 

00: ATLANTA 

Re: Bureau airtel to all SAC's dated 12/13/82, 
captioned, "UNDERCOVER ACTIVITIES - CRIMINAL MATTERS; 
INTERDIVISIONAL TRAVEL OF UNDERCOVER AGENTS; GROUP II UNDERCOVER 
OPERATIONS", and Atlanta teletype to Bureau dated 6/15/90. 

In accordance with the authority granted SAC, Atlanta, 
pursuant to the Attorney General 1 s guidelines for Undercover 
Operations (UCO), FBIHQ is herewith notified of the initiation of 
a Group II UCO captioned as above. 

SYNOPSIS: 

Background: The satellite descrambler manufactured by 
GENERAL INSTRUMENTS CORPORATION and other companies allow 
satellite dish owners to receive Satellite Televisions (STV) 
broadcast that are scrambled. In order to receive the scrambled 
STV signals, dish owners must purchase the viewing rights from 
the various broadcast providers (such as Home Box Office (HBO), 
and Cable News Network (CNN)), who in turn enable the individual 
descramblers to receive their broadcast. 

Technological advances brought the availability of home 
satellite reception, and caused a great increase in STV 
popularity, particularly in the rural areas where cable 
television was and is not available. 


2-Bureau 

d^-Atlanta 

TGG:kta 

( 4 ) 


(139C-AT-64865) 


/3 qc-HTbVefc 

Searched_-- 

Serial! zed -- 

indexed_ 

P 
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Approved: 


Transmitted 


Per 


(Number) (Time) 




139C-AT-64865 



Pirate Activities: At first, when the STV craze hit, 
there were no scrambled channels, then a widespread use of a 
videocipher system (scrambled channels) by STV broadcasters 
required that dish owners pay for STV programming which had been 
free prior to scrambling. Enraged groups took the position that 
scrambling should be stopped. This outlook led to the 
organization of computer hacker groups set on finding a 
technological mean to defeat the scrambling system. With enough 
time, money, and technical expertise, the scrambling was and 
continues to be overcome. 

These factors eventually generated numerous operations 
providing illegal modification services for dish owners who 
wished to receive the scrambled channels without having to pay 
the broadcasters. Some of these operations have grown very large 
using mail order and telemarketing techniques. These groups and 
individuals have become known as "Videocipher Pirates." The 
modifications consists of alterations to the micro computer 
programs residing in the descrambler. 

The micro computer program used as the basis for the 
modifications have been copyrighted. The modification of the 
copyrighted programs, and the marketing and sale of the tampered 
descramblers, violate numerous federal and state statutes. 

Current estimates from the satellite industry, as well as dealers 
in the field, are that as many as seventy percent of the 
descramblers that have been sold have been illegally modified. 

The dollar amount lost by the satellite industry is estimated at 
in excess of one hundred million dollars annually. Currently, 
there are approximately seventy two thousand seven hundred 
satellite systems in the state of Georgia. Estimating that as 
many as fifty thousand systems may be illegal at a monthly 
average loss per system of fifty five dollars or six hundred 
sixty dollars annually, would place the loss in Georgia as high 
as thirty million dollars. 
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139C-AT-64865 
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ANTICIPATED SUBJECTS: 


b6 

b7C 

and~po^T&r^ot-her-"SU'b 3 'ep' 1 :s^ unknown who may through available 
circumstances be intro^dced to the undercover operative. Each of 
these primary subjects is believed to be manufacturing or selling 
the illegally modified satellite descrambler modules. 

SIGNIFICANCE OF CRIMINAL PROBLEM: 

Investigation to date has revealed that subjects are 
involved in the illegal modifications of satellite descramblers 
modules. This illegal practice is believed to be quite 
widespread throughout the southern district of Georgia, 
particularly in the more rural areas. Prosecution of these 
subjects will greatly reduce the theft of signals by consumers 
and dealers alike. 



SAC APPROVAL: 


SAC, Atlanta has been fully apprised of the conduct of 

this investigation which is considered significant and fully _ 

suppor ts the proposal; approval of the UCO was given on| 

I I at Atlanta. SAC has also determined that no fiscal or 

sensitive circumstances exist which preclude approval of this UCO 
as fully set forth in sections A and B of the Attorney General's 
guidelines on FEDERAL BUREAU OF INVESTIGATION (FBI) undercover 
operations, and further that prior to SAC authorization of this 
Group II UCO, SAC made the required determination as fully set 
forth in section C of the Attorney General's guidelines on FBI 
undercover operations, and that these facts and circumstances 
support SAC approval of the Group II UCO. 


b7E 


b6 

b7C 

b7E 


3 






139C-AT-64865 


2) Undercover Agent (ttp a^ is id entified as Special 
Agent (SA) I ~1 sa| will also serve as the 

case agent. SA | | is assignee! to tne Statesboro RA where he 

has been involve d in the investigation of these matters since 
~ — " ”| an< 3 has made several undercover meetings and 

purchases from the subj ects in this case. The case will be _ 

close ly supervised from the Augusta RA by SSRA f " 
j |who will insure that appropriate security measures are 
taken. UCA has been in the Bureau fori 


b6 
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_ 4 ) Sp ecial Agent accountant assigned to the UCO is SA 

I j Savannah RA, and he will be responsible for 

overseeing the accounting functions of this UCO. 
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FD-515 (Rev.9-20-89) 

Accomplishment Report 

(Effective 10/1//89) 

(Submitt within 30 days from date of accomplishment) 

TO: Director, FBI 


* 


f 


FROM: 

SUBJECT: 


SAC, ATLANTA 


b7E 

ICC/SlGNAL THEFT - 
SIGNIFICANT COMMERCIAL 
GAIN; 

00: ATLANTA 


Bureau File Number 


139C-AT-64865 


Field Office File Number 


1363 


Squad or RA Number 
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Agent's Social Security No. 


Date. 


July 6, 199 0 


□ X II a joint operation with: 


(Identity of other agency) 

□ X if case involves 
corruption of a public 
official (Federal, State or 
Local). 


~ ’ lnv#»tlg»tlv« Assistance or Technique Used 

Were any of the Investigative assistance or techniques listed below used In connection with accomplish¬ 
ment being claimed? □ No S Yes - If Yea, rate each used as follows: 

1 m Used, but did not help 3 »• Helped, substantially 

2 *» Helped, but only minimally 4 « Absolutely essential 


1. Acctg Tech 
Assistance 


8. Eng. Sect. 
Tape Exams 


15. Photographic 
Coverage 


22. Telephone 
Toll Rees 


2. Aircraft 
Assistance 

9. Hypnosis 
Assistance 


10. Polygraph 
Assistance 


23. UCO 

Group l 

3. Computer 
Assistance 

10. Ident Div 
Assistance 


17. Search Warrar 
Executed 


24. UCO 

Group II 

4. Consensual 
Monitoring 

11. Informant 
Information 


18. Show Money 
Usage 


25. UC 

Other 

5. ELSUR • 

FISC 

12. Lab Div 
Exams 


19. Survell. Sqd. 
(SOG) Asst 


26. NCAVC/ 
VI-CAP 

6. ELSUR - 
Title III 

13. Lab Div 

Field Suppor 


20. SWAT Team 
Action 


27. Visual Invej 
Analysis (V 

7. Eng. Sect. 
Field Support 

14. Pen 
Registers 


21. Tech. Agt. or 
Tech Equip 
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A* Preliminary Judicial Proceaa 
(Number of aubjects) 


B. Arrests, Locates, Summonses or Subpoenas Served (No. of SubJ.) 


Complaints 


FBI Arrests - 
FBI Locatos - 
Local Arrests * 
FBI SubJ. Rosisted. 


Subject Priority* j 

A 

B 

C 











Subpoenas 
Served _ 


Criminal 

Summons 


Local Crfm. 
Summons . 


D. Recoveries, Restitutions, or Potential Economic Loss Prevented (PELP) 


(Explain valuation In remarks) 


Property 

Type 

Code* 


Recoveries 


Restitutions 


PELP 

Type 

Code* 


30 


Potential Economic 
Loss Prevented 


1.980.00 


-1 -u. 

Government Defendant 

Government Plaintiff 

$ 

$ 

$ 

$ 

Enter AFA Payment Here 


C. Releaseof Hostages or Children Located: (Numberof Hostages or Children 


Hostages Held By Terrorists . 


All Other Hostage Situations . 


E. Civil Matters 

RICO - Civil 
Convictions 


F. Seizures/Forfeitures 

Property 

SSS* 

Seizures 

Forfeitures j 

Judicial 

Administrative 



















■ 



Civil Suits 
Amount of Suit 


Settlement or Award 


G. Administrative Sanctions 


Subject 1 


Subject Description Code* - 


Time Frame 


□ Suspension 

Years 

Months 


□ Debarment 



□ Permanent 

Subject 2 

Subject Description Code* - 



Time Frame j 

□ Suspension 

Years 

Months 


□ Debarment 



D Permanent 


H. Final Judicial Process: 


Judicial District 


District State 


Conviction or Pretrial Div. Date 


Sentence Date 


No. of 
Subjects . 


Acquitted Dismissed 


Subject 1 Subject Description Code*- 


Subject 2 


Subject Description Code* - 


□ Felony 

□ Misde¬ 
meanor 

□ Parole 
Revocation 

□ Probation 
Revocation 

Conviction 

Combined Sentence 

□ Felony 

O Misde¬ 
meanor 

□ Parole 
Revocation 

□ Probation 
Revocation 

Conviction 

Combined Sent 

ence 

Title 

Section 

Counts 

In-Jail 

Yrs. . Mos. 

Suspended 

Yrs. . Mos. 

Probation 

Yrs. Mos. 

Title 

Section 

Counts 

ln-Jail 

Yrs. Mos. 

Suspended 

Yrs. Mos. 

Probation 

Yrs. Mos. 
















I 0,al * 

Fines $ 




I otal * 

Fines $ 

□ Plea 

Q Trial 

□ Pretrial 
Diversion 

□ Plea 

□ Trial 

P Pretrial 
Diversion 




Add consecutive sentences together. 

Enter longest single concurrent sentence. 

Do not add concurrent sentences together. 

Sentence 10 yrs. - 8 yrs. susp. = 2 yrs. In-Jail. 




Add consecutive sentences together. 

Enter longest single concurrent sentence. 

Do not add concurrent sentences together. 

Sentence 10 yrs. - 8 yrs. susp. = 2 yrs. In-Jail. 







Remarks: (For every 

Two C 

Attach additional forms if reporting final judicial process on more than two subjects, and submit a final diposition form (R-84) for each subject. 

s that 

subject reported in Sections A, B, E, G, or H above, provide name, DOB, race*, sex, and if available POB and SSAN. 

5ENERAL INSTRUMENT Videocipher II Satellite descrambler module; 


had been illegally modified were recovered. Valuation, as per Director's 
airtel to SAC dated 5/14/90, setting formula at $990.00 per recovered module. 


2 - Bureau 

6* Field Office , __ 

• Seo codes on r^risrse side. 

TGG;kta (8) 




(Q-139C-AT-64865)(1-66-685-S Fl)(1-T 
(1-Tech. Cord.)(1-SSRA 



Searnha ri . . 

S art, al 1 z QzL 

I vAi arc d_ 

Piled_* 







